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About SECUDE

The SECUDE Group of companies is a global leader
in providing IT security software products, solutions,
and consulting to enterprises and governmental
organizations. Through its solutions, SECUDE
enables enterprises to protect critical data in use, in
motion, and at rest. In addition to its leading
encryption-based data protection suite, SECUDE has
gained the position as the leading trusted partner in
all IT security-related issues for SAP customers
including increasing productivity of secure

SAP environments.

SECUDE was founded in 1996 out of a partnership
between SAP AG and the Fraunhofer Institute,
Germany, and over the years, it has experienced
rapid growth. Today, SECUDE has operations in
Europe, US, Middle East, and Asia and has gained
the trust of a large number of Fortune 500
companies including 50% of the DAX-listed
companies.

SECUDE Product

Portfolio: SECUDE offers a complete portfolio of
innovative security solutions to eliminate IT security
threats of enterprises of all kinds, sizes, and
industries.

FinallySecure Enterprise™ provides total
data-at-rest security with software- or hardware-
based full disk encryption. FinallySecure is the first
link in the end-to-end authentication chain, providing
an adaptive technology with risk management and
productivity gains for end-to-end security. This
complete security umbrella protects against loss of
data, fines from noncompliance, and destruction of
brand value. In addition, end-user transparency
results in a return on investment from productivity
gains. FinallySecure allows for migration from single
user to enterprise-wide use and from software- to
hardware-based encryption. Balancing focus on
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central management and end-user experience will
allow your business to survive, adapt, and grow in a
heterogeneous IT ecosystem.

Secure Login reliably protects the system
environment through strong user authentication,
data encryption, and communication. The solution
provides single sign-on to SAP applications based
on digital certificates as well as OTP (One Time
Password) Tokens without the need to set up a PKI.

Secure Sign0n offers user-friendly reliable
authentication as well as single sign-on capability. It
supports both common user authentication with
Windows Credentials (username plus password) and
authentication with digital certificates. The OPSEC
certification from Checkpoint guarantees troublefree
interaction of the solution with the VPN Secure
Client products.

Secure Folder encrypts data (files and folders)
stored on, or travelling between servers,
workstations, and portable devices like laptops. The
secure cryptographic algorithms offer reliable
protection of sensitive data against industrial
espionage. They also ensure compliance with legal
regulations.

Secure Doc enables organizations to put legally
valid signatures on digitally processed documents.
This boosts efficiency substantially and directly
reduces costs by eliminating the time and effort
required to print documents, sign them, and scan
them back into the digital medium.
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Secure Mail is a plug-in for Microsoft Outlook. It
allows the encryption and signing of e-mails and
supports S/MIME and OpenPGP formats. It
guarantees trust, integrity, authenticity of your
electronic communication. Soft tokens, smart
cards, USB tokens, and Microsoft’s CryptoAPI can
be used to store all necessary keys. This allows
the degree of security to be tailored to individual
requirements and/or to the regulations of each
company.

CodeProfiler is the first product worldwide that
provides automated testing for ABAR BSR and Web
Dynpro ABAP applications. Its database contains
samples of all relevant insecure coding practices
for ABAPR This database, combined with a unique
analysis engine, enables CodeProfiler to find
known insecure coding practices in ABAP programs
with high reliability.

DevicePro ensures that no one can bypass your
firewall and walk out with company information on
a USB stick or an external hard disc. It also
ensures that your company's data will not be
endangered through viruses or trojans brought in
on external devices such as USB sticks. Devicepro
guarantees that only authorized storage media
that comply with company policies can be used
and that only specifically authorized employees will
be able to use external devices. In one word, this
is a flexible security solution for devices under a
central management.

Secure Device is the perfect solution to protect
confidential data on laptops, PCs, and USB
devices. Critical and valuable data have to be
protected especially on mobile devices as this
brings higher risks of unauthorized access and
reading of confidential data. Secure Device
creates an encrypted area called a Secure Safe on
your hard drive or external mass storage device to
protect data from unauthorized access in case of
loss or theft. Data copied into the Secure Safe
gets automatically encrypted. Accessing the
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Secure Safe requires prior password authentica-
tion. Secure Device also provides CD and DVD
encryption support.

Secure File guarantees the maximum level of
reliability and confidentiality while communicating
with your business partners by means of digital
signing and encryption of documents. Through
Secure Data confidential data can be encrypted
and compressed in just a few moments.
Exchanging confidential data through e-mail not
only becomes easy and comfortable, but also
highly secure.

Secure TrustManager provides all the functions
necessary for issuing and managing digital
certificates and smart cards. It easily integrates
into existing IT infrastructures and provides
connectors to the most common Certification
Authorities (CA) such as MS Enterprise CA or
VeriSign OnSite. A self-service function provides
automated help to users with card problems which
significantly raises the level of card availability.

The SAP Security Consulting team has unique
expertise to solve your problems in SAP security
environment. Our proven best-practice
methodology for authorization management
guarantees you maximum benefit of your identity
and access management solutions. The protection
of your SAP system landscape can help save costs
and significantly improve the flexibility of your
application management.
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